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 Privacy, Confidentiality and 
Professional Responsibilities  Keeping You Informed                                           

 
October 2010 

 
Privacy, Confidentiality and Your Professional Responsibilities:  

Participating in social networking and using media technologies  
(Facebook, MySpace, Twitter, YouTube, cameras, cell phones, etc) 

 
What if that was your mother1?  
 
It’s a question worth considering before you hit “post” on that angry work-related Facebook 
comment or before you publish seemingly harmless private information about a patient you 
saw today, concealed just enough that your colleagues know exactly what or who you mean 
but an average reader just a vague sense of the situation based on where you work and what 
you do. 
 
How would your mom feel, if she was privy to these types of exchanges? 
 
Shocked? Worried? Unsure they would receive quality, unbiased care, based on what they’ve 
heard or read? They may feel like you don’t care about or respect them as patients. Or that 
you don’t take the privacy of their health care seriously.  
 
Your Facebook or MySpace friends may be our patients, or family members of our patients, 
now or in the future.  
 
Our conduct in the virtual world must follow the same standards we apply to our conduct while 
representing Fraser Health in the real world – with respect, caring and trust. 
 
The sensitive nature of healthcare information sets it apart from other types of information.  
Inappropriate disclosure of personal health information of our patients, residents, clients or 
colleagues can result in unnecessary harm to others and to Fraser Health’s reputation.  
 
Fraser Health recognizes the benefits of social networking and on-line communities such as 
Facebook, MySpace, blogs, Twitter and other similar sites2. As an organisation, we, too, are 
exploring how we can better reach our staff and create meaningful conversations with similar 
mediums such as the Fraser Health “From the (heart) blog”.  
 
However, reports of serious privacy and confidentiality concerns, questionable content 
and unprofessional behaviour have increased recently in on-line communities such as 
Facebook.  
 
We would like to remind everyone to exercise appropriate judgment and common sense when 
engaging in social media activities or when using media technologies such as personal 
blackberries, iPhones, camera phones, etc.  
 
In particular, we must protect the privacy and confidentiality of our patients, their families and 
our health care providers. As well, all staff members should be aware of expectations of 
professional responsibility and standards both from Fraser Health and professional licensing 
bodies such as the College of Registered Nurses of British Columbia (CRNBC).  
 

                                                 
1 What does your mother have to do with this? What if it was your mother, father, brother, sister, aunt, best friend?  
Compromising private health care information, or saying or writing negative comments about your work place, 
colleagues or the care provided by at our facilities, is bad for everyone: including you.   
2 This list is not intended to be an exhaustive list of all social media technologies.  
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If you participate in on-line communities, please understand the potential risks involved if 
Fraser Health, or another group related to your employment within the health authority, is 
identified.  Your employment and your license to practice depend on it.  
 
Please familiarize yourself with the Fraser Health’s ‘Guidelines for Participating in Social 
Networking and Using Media Technologies’ as well as related privacy and confidentiality 
policies located here: 
 
http://fhpulse/computers_and_technology/privacy_and_confidentiality/Policies_and_Guidelines/Pages/D
efault.aspx 
 
Things to Consider 
• Everything you post on-line is public, permanent and searchable, regardless of your 

privacy settings  
• The privacy settings of your “friends” are as important as your own  
• Your “friends” are our patients or family members of our patients, now or future 
• Public displays of your professional identities should be aligned with the code of ethics for 

your field of work (for example, the Code of Ethics for RNs, LPNs and RPNs in British 
Columbia) 

• Patient photos must not be posted under any circumstances 
• No confidential information of any kind may be shared 
• Get permission from your colleagues before posting their photos or tagging them with their 

name in a photo 
• Corporate photos, logos and marketing materials relating to Fraser Health and its 

programs or sites must not be posted without permission of the communications 
department 

• You should read the privacy policy on social networking sites 
• Facebook groups, for example, about Fraser Health or a Fraser Health facility such as a 

hospital (or similar groups on similar sites), should be closed groups, whereby access to 
join must be granted by the group administrator. Free public access to these groups should 
not be available and the group administrator should monitor the group for appropriate 
content. 

 
Please contact your manager or human resources consultant if you have questions. 
   

 


